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HOJOXEHHUE
o 3amute uHGopmanuun B MKOY «COIL a. KamennomocT».

1. O0uIue moJI0KeHu.

1.1. Hacrosimee Ilosnoxenue pa3pabotaHo B pa3paboTaHo B cooTBeTCTBUM ¢ DenepalibHbIM
3akoHOM 0T 27.07.2006 Nel49-®3 (pen. ot 30.12.2021) «O6 wunbpopmannu, uHGOPMAITMOHHBIX
TEXHOJIOTUAX U O 3auure nHpopmanuny, dexepanbHbiM 3ak0oHOM 0T 27.07.2006 Nel52-D3 (pen. ot
02.07.2021) «O mnepconanbHbIX naHHbIX», [loctanoBnenuem IlpaButensctBa P® ot 01.11.2012
Nell119 «OO6 yrBepkaeHUM TpeOOBaHWI K 3aIIMTe MEPCOHANBHBIX TAHHBIX NpU UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX IEpPCOHAJIbHBIX HaHHBIX», [Ipukaszom I'octexkomuccum Poccum ot
30.08.2002 Ne282 «CrenuanbHble TpeOOBaHMS M PEKOMEHAALMHU [0 TEXHUYECKOW 3alluTe
KOH(pUIeHIMaIbHON HH(pOpMalMKU» rocylapcTBEHHas TeXHHUYeckas komuccus», [Ipukazom O@CTIK
Poccun ot 18.02.2013 Ne21 (pen. ot 14.05.2020) «O6 yrtBepxknenuun CocrtaBa M cOAEp KaHUS
OpraHU3aIl[MOHHBIX U TEXHUUYECKUX Mep MO oOecredeHnio 0e30MacHOCTH NEPCOHAIBHBIX JaHHBIX MPU
ux 00paboTke B UHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATIBHBIX JTaHHBIX».

1.2. TlomoxeHue peryaupyeT TMOJUTHKY YUpPEKICHUs Mo Oe30MacHOCTH HHGOPMAIMOHHBIX U
KOMMYHMKAIIIOHHBIX PECYPCOB U TEXHOJOTMIl M OOmUH HOpAIOK oOpalleHus ¢ JTOKYyMEHTaMu,
COJIepKalIUMH CITYEOHYI0 HH(OPMALINIO OTPAaHUUEHHOTO PAaCIPOCTPAHEHUS U yCTaHABINBAET:

- 00BEKTHI 3alUThl HHQOPMALIUK U CYOBEKTHI JOCTyna K MHGopMaluuu HHGOPMALMOHHBIX CUCTEM U
peCypcoB;

- OCHOBHBIE yrpo3bl uH(popmarmonHoi OezomacHoctu (mamee — HWHDOOPMAIIMOHHASA
BE3OITACHOCTbB) MKOYVY «COIII a. KamennomocCTY;

- OCHOBHBIC TMPUHIIMIIBI TIOCTPOEHUs cucTeMbl 3amuThl uHopmaimuu MKOY «COIIl a.
Kamennomocty;

- mepbl, Metonel u cpeactBa obecrneuenus MHOOPMAIIMOHHASA BE3OITACHOCTH MKOY
«COIII a. KamenHOMOCTY.

1.3. Hactosimiee [Tonoxkenne pa3paboTaHO C LENBI0 YCTAaHOBJEHUS HAJISKAIIETO MOPSIIKa padOThI
W co3laHue Oe30macHBIX YCIOBUM s oOydaromuxcs W corpyanukoB MKOY «COIII a.
KamenHomoct» (nmanee — YupexiIeHHE), a TaK K€ HCKIIOYEHHS BO3MOKHOCTH TNPOHUKHOBEHHUS
MMOCTOPOHHUX JIUI], BHIHOCA MaTEpUaIbHBIX IIEHHOCTEH, MHBIX HApYILIEHU OOLIECTBEHHOTO MOPSIKA.

1.4. Jlannoe ITono>xenue pa3meniaercs Ha odunuansHoM caiite MKOY «COII a.
Kamennomoct» B mHGOPMaAIIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTu «IHTepHET».

I1. O0beKThI, moAJIeKaIHe 3alIuTe.

2.1. B VYupexnenun oOpabareiBaeTcsi HH(OpMalus, cojlepxaliasi CBEICHUS OrPaHUYEHHOI'O
pacripocTpaneHus (ciyxeOHas HHpopMalus, IepCOHANbHBIE JAHHBIE), U OTKPBIThIE CBEACHUS. 3alluTe
IoJUIe’KaT Bce HMH(OPMAIMOHHBIE CUCTEMbl YUPEKIEHUS, HE3aBUCHUMO OT WX MECTOHAXOXKJCHHS,
YUCIISIIMECs Ha OyXTaaTepcKOM ydeTe Y UperkICHUs.

2.2. OcHOBHBIE O0BEKTHI, NMOAJIEKAINE 3AIUTE:

- MH(QOPMAILMOHHBIE CUCTEMbl NEepcOHaNbHBIX AaHHBIX (nanee — WCII[H), a Takxke OTKpbITas
(obmenocrynHas) uHpopmanus, HeoOXoauMas s paboThl YUpeKICHUs, He3aBUCUMO OT (OpPMBI U
BUJIA €€ TPe/ICTaBICHUS;

- IpoLecchl 00paboTKu MH(POopMaIK B MHPOPMALIMOHHBIX CUCTEMAX YUpexXAeHus, HHPOPMaIlMOHHbIE
TEXHOJIOTUH, PETJIaMEHTHI U MpoLeaypsl cOopa, 00pabOTKHU, XpaHEHHs U NepeJadd HHpopMaliuy;

- nHpopMaIMOHHAas UHPPACTPYKTYpa, BKIIOYAIOIIAs CHCTEMbl 00pabOTKM M aHaiM3a HH(OpMAIMH,
TEXHUYECKUE U TpPOTpaMMHbIE cpelacTBa €€ oOpabOTKH, Mepeaayd U OTOOpaKeHUs, B TOM YHCIE
KaHalbl HMH(QOPMAIMOHHOTO OOMEHa M TEeJIeKOMMYHHUKAIMHM, CHCTEMBbl W CpEACTBA 3alllHUTHI
uHpOpMaluu.

2.3. OcobeHHOCTH 00BEKTOB, MOIIEKAIIMX 3AIIUTE:

- o0ObeIMHEHHE B €IWHYIO CHUCTEMY OOJIBIIIOIO KOJMYECTBA TEXHUYECKHX CPEJICTB 0OpabOTKH U
nepeaayn uHGopmanuy;
- He00X0AUMOCTh 00ECTIEYeHHS HENPEPHIBHOCTH (DYHKIIMOHUPOBAHUS Y UPEIKICHUS;



- BBICOKass HHTCHCUBHOCTH I/IH(I)OpMaI_II/IOHHLIX IIOTOKOB,
- pa3zHooOpa3ue KaTeropuii moJb30BaTENCH.

II1. Henu u 3aga4u cucremMbl odecnedyeHusi MHPOPMAIMOHHOMH 0€30MaCHOCTH.

3.1. CyOwekTsl moctyna K wHpOpManuud Tpu oOecredeHuu HHPOPMAIMOHHOW 0e30macHOCTH
YupexxaeHus ABISIIOTCSA:

- paboTHHKHM YUpexJeHUs, YJacTByIOUIMe B HWH(POPMALMOHHOM OOMEHE B COOTBETCTBUU C
BO3JI0KCHHBIMH Ha HUX JJOJDKHOCTHBIMHU OOSI3aHHOCTSIMH;

- (u3MYECKHE IIMIA, CBEICHHS O KOTOPBHIX HAKAIUIMBAIOTCSA, XPaHATCA W 0OpadaThiBaroTCS B
MH(POPMAIMOHHBIX CHUCTEMax YUpexkaeHus (B COOTBETCTBHH co cT.14 demepanbHOTO 3aKoHA OT
27.07.2006 Nel152-®3 «O nepcoHaIbHBIX JaHHBIXY;

- COTPYIHUKM BHEIIHMX OpraHu3alui, 3aHUMAOLIUXCA pa3pabOTKOM, MOCTaBKOH, PEMOHTOM U
o0cmy>)kuBaHUEM 000PYIOBaHUS WX UH(DOPMAITMOHHBIX CHCTEM.

3.2. IlepeuncneHHbIM CyOBEKTaM JOCTYIA K UHPOPMAITMH HEOOXO0TUMO 00ECTIeUUTh:

- CBOEBPEMEHHOCTH J0CTYIa K HE00X0[MMOW UM UH(POpMAIUH (€€ JOCTYITHOCTb);

- IOCTOBEPHOCTH (MOJIHOTY, TOUHOCTb, aKTyaIbHOCTb, LIEJIOCTHOCTh) HH(POPMAIIIH;

- KOH(UAECHUUATBHOCTh (COXpaHEHHE B TaillHE) OIpeAeleHHOW dYacTh HHGPOpMaluu, 3alluTy OT
HaBSA3BIBAHUS JIOKHOM (HEZOCTOBEPHOM, HCKAXKEHHON) NHDOPMALIHH;

- BO3MOJKHOCTb OCYIIECTBJICHHS KOHTPOJIA W YIpaBieHHs MpoleccaMu oO0pabOTKHM U meperadu
uHpopmanuy;

- 3aIIUTY HH(OPMALIMK OT HE3aKOHHOTO PaCIPOCTPAHEHUS.

3.3. llenpto 3amuThl HHPOPMAIIMHK, HA JTOCTHKEHHE KOTOPOW HampaByieHO Hactosimee [lomoxxenue,
SIBJIIETCS 3alllUTa OT BO3MOYKHOTO HAHECEHUs CyObEKTOM JI0CTyNa K MH(QOpMAIUU MaTepUaIbHOTO,
(bU3MYECKOTO, MOPAJIBHOTO WM WHOrO yiepda MOCPEeICTBOM CIy4alHOTO WM MpeJHaMEpPEHHOIrO
BO3JICUCTBUSI Ha MHGOPMAIIMIO, €€ HOCHTENH, MPOIECChl 00pabOTKH W Tepenaud. YKa3zaHHAas IIeJb
JOCTUTAETCST TOCPEJICTBOM OOECHeueHUsT W MOCTOSHHOTO TMOJJEpXKaHUS CIEIYIOIUX CBOWMCTB
nHpOpManuu:

- JOCTYMHOCTM HWH(opManuu i aBTOPU30BAHHBIX CYOBEKTOB JOcCTymna (YCTOWYMBOTO
(YHKIIMOHUPOBAHUSI CHUCTEMbI, IIPU KOTOPOM aBTOPHU30BAHHBIE CYOBEKTHI JOCTyNa HMEIOT
BO3MOJKHOCTb TIOJIYUCHHS HE00X0MMOM HH(pOpMaIun);

- IEeJIOCTHOCTM M AayTEeHTUYHOCTHU (TOJATBEP)KICHHE aBTOPCTBA) HHGMOpPMALMM, XpaHUMOW U
oOpabaTpiBaeMOl B CUCTEMAaxX YUpeKJIEHUS U MepeaaBaeMoi 10 KaHallaM CBSI3H;

- KOH(QHUIEHIMAIbHOCTH — COXPAHEHHUS B TallHE ONpPENEIICHHON 4YacTH HMHQOpPMAINH, XPaHUMOM,
oOpabaTeiBaeMOW U TiepegaBaeMoOi M0 KaHamaMm cCBsi3M. HeoOXoaumblil ypoBEHb JOCTYIHOCTH,
LEIOCTHOCTH M KOH(HUACHUUATHHOCTH HHGOpManuu 00eCleynBaeTcsl METOJaMU M CPEICTBaMH,
COOTBETCTBYIOIIMMHU MHOKECTBY 3HAUUMBIX yIPO3.

3.4. OcHOBHBIE 3a/1a4M CHUCTEMBI oOecrieueHnss HGOPMAIMOHHON Oe30macHOCTH. [l JOCTHKEHHS
OCHOBHOHM 1enM 3amMThl W 00OecredyeHHusl yKa3aHHBIX CBOWCTB uH(popMmamuu cucrema
nHpopMaloHHas 0€30MacHOCTh JOHKHA 00eCTIeYrBaTh PEIICHUE CIeIYIOIINX 3a/1ay:

- CBOEBPEMEHHOE BBISBICHHE, OLEHKA W IPOrHO3MPOBAHHE HCTOYHHUKOB Yrpo3 HH(OPMAIIMOHHON
0€30IaCHOCTH, TMpPUYUH M  YCIOBHH, CIOCOOCTBYIOUIMX HAHECEHUIO yuiepba cyObeKkTam
MH(GOPMAIMOHHBIX OTHOLIEHUH, HAPYIIEHUIO HOPMAJIBHOTO (YHKIIMOHUPOBAHUS CUCTEM;

- CO3/[aHNe MEXaHMU3Ma OTIEPATUBHOTO PearupoBaHuUs Ha Yrpo3bl 0€30MMaCHOCTH MH(POPMALINY;

- CO3JaHME€ YCJIOBUHM s MMHUMHU3ALUM U JIOKAJIM3allMd HAaHOCHMOTO yliepba HempaBOMEpHBIMU
NEUCTBUSAMHU (U3NUECKUX U IOPUIMYECKUX JIUI, OCJabiieHhe HEeraTMBHOTO BIMSHUS U JIUKBUIALUS
MOCIIEICTBUI HapyleHHs 6€301acCHOCTH HH(DOPMAIIH;

- 3alIMTy OT BMEILIATEIbCTBA B MpoIlecC PYHKIIMOHUPOBAHUS CHCTEM YUpPEXAECHUS MOCTOPOHHUX JIUI]
(moctym K uWHGOPMAIMOHHBIM pecypcaM JOJDKHBI HMETh TOJBKO 3aperHCTPUPOBAHHBIE B
YCTaHOBJIEHHOM HOPSJIKE TOJIb30BATENHN);

- pasrpaHuueHHe JI0CTyma Mojb3oBarenel K HH(HOPMAIlMOHHBIM, allapaTHBIM, TPOTPAMMHBIM U UHBIM
pecypcam - obecrieueHue JOCTYNa TOJBKO K TEM pecypcaM M BBINOJHEHHUS TOJBKO TeX ONepaiuii ¢
HUMH, KOTOpbIe€ HEOOXOJMMBI KOHKPETHBIM II0JIb30BATENSIM Uil BBITIOJIHEHUS CBOMX CIIY)KEOHBIX
00s13aHHOCTEH;



- ofecrieyeHne ayTeHTU(UKAIUU TOJIB30BATENEH, YJYacCTBYIOIIMX B HWH(POPMALMOHHOM OOMeEHe
(moaTBepIKACHNUE TIOUIMHHOCTH OTIIPABUTEINS U TOTydaTesis HHPOpMAIIHH);

- 3alIUTy OT HECAaHKIMOHHWPOBAHHOW MOJU(HKAIMHU HCIOJIB3yEMBIX B CHUCTEMax MpPOrpaMMHBIX
CPEICTB, a TaKXKe 3alIUTy CUCTEM OT BHEAPEHUS HECAaHKIMOHMPOBAHHBIX IPOrpaMM, BKIIOYas
KOMIIBIOTEPHBIE BUPYCHI;

- 3aIIUTY HH(OPMALIMK OT YTEUKHU 10 TEXHUYECKUM KaHajlaM IIpu ee 00paboTKe, XpaHEHUU U Iiepeayde
10 KaHaJlaM CBSI3U.

3.5. OcHOBHBIEC IyTH pEIICHUS 337a4 CUCTEMbl MH(POPMALMOHHONW OE30MAaCHOCTH YUPEKICHUS.
OcHoBHBbIE 1IeTH oOecrieueHnss WH(POPMAIIMOHHON 0E30MaCHOCTH M pEIIeHHE NMEePEYHCICHHBIX BBIIIE
3aJ1a4 JOCTUTAOTCS:

- YU€TOM BCeX MOAJISKALIUX 3alUTE UHPOPMAILIMOHHBIX CUCTEM Y UPEKICHMUS;

- y4€TOM JIeHCTBUH NepCcoHalIa, OCYLECTBIISIONIET0 00CTy)KUBaHHE U MOIU(UKALIMIO TPOrPAMMHBIX U
TEXHUYECKUX CPEACTB KOPIOPATUBHON UH(DOPMALIMOHHON CUCTEMBI;

- TOJHOTOHM, peaJbHOM BBIMOJIHUMOCTBIO U HENPOTUBOPEUMBOCTHIO TPEeOOBAaHMM JIOKAIbHBIX
HOPMAaTUBHBIX aKTOB YUpEXJIeHUS MO BOIIpocaM obecrieueHusi THPOPMallMOHHON 0€3011acHOCTH;

- MOATOTOBKOW JOJKHOCTHBIX JIUI (pPaOOTHUKOB), OTBETCTBEHHBIX 32 OpPraHU3AIUIO

Y OCYIIECTBIIEHUE MTPAKTUUECKUX MEPOTIPUSITHI 10 oOecrieueHn0 HH(HOpMAIMOHHOM 0€301acHOCTH;

- HaJIeJICHUEM KaxJ0ro paboTHWKA (TI0JIb30BaTelNs) YUPEKACHUS MUHUMAIBHO HEOOXOIUMBIMH IS
BBINIOJIHEHUSI WM CBOMX (YHKIMOHAJIbHBIX OOS3aHHOCTEH MOJHOMOYMSMHU IO JOCTYIy K
nH(OPMAaLIMOHHBIM pecypcaM YupexKIeHus;

- YETKUM 3HAHMEM U CTPOTMM COOJIOJEHHMEM BCEMHM I0JIb30BATENSIMH HH()OPMAIIMOHHBIX CHCTEM
VYupexnenus TpeOOBaHUH JIOKAJIbHBIX HOPMAaTUBHBIX aKTOB YUpPEXJIEHHUS MO BOMpocaM 00ecredeHus
nH(pOpMaITMOHHOW 06€30MMacHOCTH;

- TIEpCOHANBbHOM OTBETCTBEHHOCTBIO 3a CBOM JEHCTBUS KaXJ0ro pabOTHUKA, B paMKaX CBOHUX
(GYHKIMOHATIBHBIX 0053aHHOCTEH UMEIOIIEro JOCTY K MH(MOPMALMOHHBIM pecypcaM Y UpeKIeHNUs

- HENpepbIBHBIM  MOJAACPKAHUEM  HEOOXOOMMOIrO  YpOBHS  3alIUIIEHHOCTH  3JIEMEHTOB
MH(GOPMALMOHHBIX CUCTEM YUpPEXIACHUS;

- IPUMEHEHHEM MPOrpaMMHO-AIIAPATHBIX CPEACTB 3aLIUTHl MHPOPMALUU U  HENpPEphIBHON
AIMAHUCTPATUBHOM MOJIEPHKKON UX UCIIOJIH30BAHMUS;

- 93¢ ¢eKTUBHBIM KOHTPOJEM Haj COOJIOJEHUEM I10JIb30BaTEeNIMU HH(OPMAIIOHHBIX PECypCOB
VYupexxaenus TpeboBaHuii o odecrneueHno HHGopMaIoHHON 0€30MacHOCTH.

IV. OcHoBHBbIE YIpo3bl HHPOPMAIMOHHOMN 0€30MACHOCTH YYpesKIeHus .

4.1. CymecTByeT iBa BUa yrpo3 HHOOPMAIMOHHON 0€30MIaCHOCTH:
- HCKYCCTBEHHBIE — yI'PO3bl, BEI3BAHHBIE JESTEIbHOCTBIO YEIIOBEKA,
- €CTECTBEHHBIE — YTPO3bl, BBI3BAHHBIE BO3ACHCTBUAMH HAa HHPOPMALIMOHHYIO CUCTEMY U €€ JIEMEHThI
OOBEKTUBHBIX (DU3MYECKMX IPOLECCOB TEXHOTEHHOI'O XapakTepa WM CTUXUUHBIX NPUPOIHBIX
SIBJICHUH, HE 3aBUCAIINX OT YEJIOBEKa.

4.2. Haubonee 3HaUUMBIMU YTpo3aMu MH(GOPMALMOHHON Oe30macHOCTH YupexaeHus (crnocobamu
HaHeceHus yiepOa cyobekraM HH(POPMALMOHHBIX OTHOIIECHUI) SBISIOTCS:
- HapylleHue (PyHKIMOHAJIBHOCTH KOMIIOHEHTOB HMH()OPMAIMOHHBIX CHUCTEM YUPEXKICHHUS,
OJ0KMpoBaHHE HMH(OPMAIMK, HApYIIEHHE TEXHOJOTMYECKHX IPOLIECCOB, CPBIB CBOEBPEMEHHOIO
peleHus 3a1ay;
- HapylIeHHe NEIOCTHOCTH (UCKaK€HUe, MOJAMEHa, YHMUYTOXKEHHE) WH(POPMALMOHHBIX PECypCcOB
VYupexaenus, a Takxke Ganbcuduranus (Mo1eska) J10KyMeHTOB;
- HapylleHHe KOH(UACHIIMAIBHOCTH (pasrialleHne, yTeuka) NepcoHaIbHBIX JaHHbIX.

4.3. OCHOBHBIE UCTOYHUKHU yIp03 HHPOPMAIIMOHHOM 0€301MacHOCTH Y UpeKICHHS:
- HeTpeIHaMepeHHbIe (OIHUO0YHbIe, cayJaiiHble, 6€3 3]10r0 yMbICIa U KOPBICTHBIX IIeieil) HapyIIeHus
YCTaHOBJICHHBIX pErjaMeHToOB cOopa, oOpabOTKM U mepenaud MH(GOpMAaLUHU, a Takke TpeOOBaHMIMA
O6e3omacHOCTH WHGOpMAMM M Jpyrde JeHcTBHS Mojb30BaTelell MH(OPMAIMOHHBIX CHCTEM
VYupexaenuss (B ToM yucie paOOTHUKOB, OTBEYAIOIIMX 3a OOCIYy)KMBaHHE U aJIMUHHCTPHUPOBAHUE
3JIEMEHTOB MH(OPMAIIMOHHBIX CHUCTEM), MPUBOISIINE K HENPOU3BOUTENBHBIM 3aTpaTaM BPEMEHU U
pecypcoB, pasriallleHUI0 CBEICHH OTPAaHUYEHHOTO PACIPOCTPAHEHNs, TOTepe LIEHHON HH(POpPMaITUH
WA HapyLIIeHUIO paboTOCTIOCOOHOCTH IEMEHTOB HH(POPMAITMOHHBIX CUCTEM;



- IpeAHaMepeHHbIe (B KOPBICTHBIX LENSX, M0 MPUHYKICHUIO TPETHUMU JIMIIAMH, CO 3JIbIM YMBICJIOM U
T.I.) IE€HCTBHS JIETAIBHO JOMYLIICHHBIX K MHPOPMALMOHHBIM pecypcaM YUpeKICHHUs MOJIb30BaTenen
(B ToM umcie pabOTHHKOB, OTBEYAIOUIMX 32 OOCTYXMBAaHHE M aAJAMHUHUCTPUPOBAHHE 3IIEMEHTOB
MH(POPMAIIMOHHBIX CUCTEM), KOTOpPHIE NPUBOJIAT K HENPOU3BOAMUTENBHBIM 3aTpaTaM BpPEMEHH U
pecypcoB, pasriallieHUuI0 CBEICHUN OTPAaHUYCHHOTO PaclpoCTpaHEHHs, OTepe IEHHON nH(popMaun
VI HApYIIEeHUIO paboTOCTIOCOOHOCTH I€MEHTOB HH(POPMALIMOHHBIX CUCTEM Y UpeXKICHUS;

- yJAJICHHOE HECaHKLIMOHHPOBAaHHOE BMEILIATEIHCTBO IMOCTOPOHHHUX JIMIl U3 BHEUIHUX CETel 00Iero
HazHaueHus (Ipekae Bcero uvepe3 cerb MHTepHeT), uepe3 JerajbHble M HECAHKIIMOHWPOBAHHBIE
KaHaJbl MOJKIIOYEHUS K TAKUM CETSIM, UCIOJIb3Ysl HEJJOCTaTKK IIPOTOKOJIOB OOMEHA, CPEJICTB 3alUThI
Y pasrpaHUyYeHUs YIAICHHOTO JIOCTyNa K MHPOPMALMOHHBIM pecypcam;

- ommOKH, MOMYyIICHHbIE TPU pa3padOTKe IEMEHTOB MH()OPMAIMOHHBIX CHCTEM YUPEXKICHHS U MX
CHCTEM 3alllUThI, OMHUOKHA B TPOrpaMMHOM 00ECIIeYeHUH, OTKA3bl U COOM TEXHUUECKHX CPEACTB (B TOM
quClie CPEJCTB 3aIUTh HHPOPMAIIIH);

- TEXHUYECKHE COOU 3IEMEHTOB MHPOPMAIIMOHHBIX CHCTEM.

4.4. Ilytu peanuzanuu yrpo3 HHGOPMAIIMOHHON 0€30MacHOCTH Y UpeKICHHUS.

4.4.1. Ilyru peanu3zauud HENPEIHAMEPEHHBIX HCKYCCTBEHHBIX yrpo3 HH(OPMaLUOHHON
0€30MacHOCTH YUpeKACHHUSL.

PaGotuku  YupexaeHus,  SBISIOLIMECS  aBTOPU30BAHHBIMU  CyOBbEKTaMU  JIOCTyHa
MH(OPMALIMOHHBIX CHCTEM, a Takke paOOTHUKH, OOCTYKUBAIOIIUE OTACIbHBIE 3IEMEHTHI
WHPOPMAIIMOHHBIX CHUCTEM, SIBIIIIOTCS BHYTPECHHHMH WCTOYHHKAMH CITy9allHBIX BO3ICHCTBUMA.
OCHOBHBICE TIYTH peaju3alliii HENpeIHAMEPEHHBIX HCKYCCTBEHHBIX (CYOBEKTHBHBIX) yIrpo3
nH(popMalMOHHON Oe30macHOCTH  YupexaeHHs (AeWCTBUs, cOBeplIaeMble JIOJbMU CIy4ailHO, MO
HE3HAHWI0, HEBHUMATEJIPHOCTH WJIU XaJaTHOCTH, U3 JIFOOOTBITCTBA, HO 0€3 3JI0T0 YMBICIIA):

- HEOCTOPOXHbIE JICHCTBUS, MPHUBOJANIME K YAaCTUYHOMY WJIM TOJHOMY HapyLICHHUIO
(YHKIIMOHATIBHOCTHU 3JIEMEHTOB MH(POPMAIIMOHHBIX CUCTEM Y UPEkKACHMUS,

- HEOCTOPOKHBIE JIEHCTBUS, MPUBOASIIME K pPa3rJalleHuI0 HMHQOpPMAlMK  OTPaHUYEHHOTO
pacnpocTpaHeHus WK Aealoniie ee 00Iea0CTyHOM;

- pasriamieHue, Irepejadya Wiad yTpara aTpuOyTOB pa3rpaHudeHus Aoctymna (Kiodel (JTOTHHOB),
MapoJIeH, KIIFOYEBBIX HOCUTEINICH U T. T.);

- ITHOPUPOBAHKE YCTAHOBJIEHHBIX MIPABUJI IPU paboTe ¢ HHPOPMAITMOHHBIMHU PECYPCaMU;

- MPOEKTHPOBAHUE aJTOPUTMOB OO0pabOTKH MaHHBIX, pa3paboTKa MPOTrpaMMHOIO oOecreyeHus ¢
BO3MOXHOCTSIMH, MPEICTABIISIONIMMHI OMACHOCTH Ml PYHKIIMOHUPOBAHUSA WH(DOPMALIMOHHBIX CUCTEM
1 nH(GOPMALMOHHON 0€30MacCHOCTU Y UpexACHHUS,

- mepechUIka HH(OPMALMU N0 OIIKO0YHOMY AIIEKTPOHHOMY aapecy (YCTpOHCTBa); BBOJ OLIMOOYHBIX
JTAHHBIX;

- HEOCTOPO>KHAs IOpYa HocuTenei nudopmanmu;

- HEOCTOPOIKHOE MOBPEKICHUE KAHAJIOB CBSI3U;

- HENmpaBOMEpPHOE OTKIIOYEHHE OOOPYAOBAaHUA WIM H3MEHEHHE PEXKHUMOB padOThl 3IEMEHTOB
MH(OPMALIMOHHBIX CUCTEM;

- 3apayKEHUE KOMITbIOTEPOB BUPYCAMH;

- HECAHKIIMOHMPOBAHHBIM 3alMyCK TEXHOJOTWYECKHX MpPOrpaMM, CIOCOOHBIX BBI3BATh MOTEPIO
paboTOCIOCOOHOCTH JIEMEHTOB MH(OPMAIIMOHHBIX CHUCTEM WJIN OCYLIECTBISIOIIMX HEOOpaTUMbIE B
HUX HU3MeHeHHs ((dopMaTHpOBaHHE WIM PECTPYKTYpH3alMIO HOCHTENeH WHpOpMaluu, yaaleHue
JTAHHBIX);

- HEKOMIIETEHTHOE HUCIIOJIb30BaHNE, HACTPOMKA WM HEMPABOMEPHOE OTKIIOUEHHE CPEJICTB 3AILIUTHI.

442. TIlyrum peanu3alMd HpeAHAMEPEHHBIX MCKYCCTBEHHBIX  (CYOBEKTHBHBIX)  yrpo3
MH(POPMALMOHHOM 0€30MacHOCTH.

OcCHOBHBIE BO3MOJKHBIE€ NYTH YMBIIUIEHHOW J€30praHu3aii paboThl, BBIBOJA DIEMEHTOB
MH(POPMAIIMOHHBIX CHCTEM U3 CTPOs, HECAaHKIMOHMPOBAHHOIO JOcTyna K uHpopmamuu (cC
KOPBICTHBIMHU LEJISIMH, 110 IPUHYXACHUIO, U3 JKEIaHUs OTOMCTHUT):

- YMBIIUICHHbIE JEHCTBHs, TNPUBOAAIIME K YAaCTUYHOMY MJIM  TOJHOMY  HapyLICHHIO
(YHKIMOHATBHOCTH 3JIEMEHTOB MH(POPMALIMOHHBIX CUCTEM Y UpEeKICHHS;



- JIeHCTBHA MO Je30praHu3anuy (QpyHKIMOHUPOBAHUA WH(GOPMAIMOHHBIX CHCTEM YUPEKICHHUS,
XUALICHUE DJCKTPOHHBIX JOKYMEHTOB M HOcuTelnedl wuH(OpMalMu; HECAaHKIMOHUPOBAHHOE
KOITMUPOBAHKE HIICKTPOHHBIX JOKYMEHTOB U HOCUTENEH HH(OpMAIIHH;

- YMBIIIIJICHHOE UCKaXEHHE NH(POPMALINH, BBOJ HEBEPHBIX TaHHBIX;

- OTKJIOYEHHE WM BBIBOJ M3 CTPOSl MOJCHCTEM oOecreyeHus (QYHKIIMOHUPOBAHHS SJIEMEHTOB
MH(GOPMAIIMOHHBIX CHCTEM (DJIEKTPONUTAHMS, OXJIAXKICHHUS M BEHTWIALWHW, JHHAKW W ammaparypsl
CBSI3H);

- IepexBaT JaHHBIX, IepelaBaeMbIX 110 KaHAJIaM CBSI3U M UX aHAIIU3;

- HE3aKOHHO€ TIOJlydeHHe aTpuOyTOB pasrpaHUYeHUs AOCTyna (MCHONB3ysd  XalaTHOCTh
MOJIH30BATENIEH, MYyTEM MOICTKH, TO00pa mapoJs);

- HECaHKUIMOHHMPOBAaHHBIH JOCTYN K pecypcaM HH(OPMAIMOHHBIX CHCTEM C pPabOYMX CTaHIUH
AaBTOPH30BAHHBIX CYOBEKTOB JOCTYIIA;

- XHIIEHUE WINA BCKPBITHE MIH(PPOB KPUNTOZAMNUTHI HHPOPMAIINH;

- BHEAPEHHE amlmapaTHBIX M MPOTPAMMHBIX 3aKJIQJ0K C IENbI0 CKPBITHO OCYIIECTBIISATH JIOCTYI K
WHOOPMAIIMOHHBIM ~ pecypcaM WM  JIe30praHM3ald  (PYHKIMOHUPOBAHHS  DJIEMEHTOB
WH(GOPMAIIMOHHBIX CHCTEM Y UPeXICHUS;

- HE3aKOHHOE HCIIOJIb30BaHHUE DJIEMEHTOB WH(OPMAIMOHHBIX CHUCTEM, HapylIarollee MpaBa TPETHHX
JIVIL;

- MPUMEHEHHUE TIOJICIYIINBAIONINX YCTPONUCTB, OTO M BHIEO ChEMKa JUIsi HECAaHKIIMOHHPOBAHHOTO
cbheMa HH(pOpMaLIUH.

4.5. Ilytu peanusaiiii OCHOBHBIX €CTECTBEHHBIX YIp03 HH(POPMAIIMOHHON 6€30MacHOCTH:

- BBIXOJ W3 CTpOs 000pYyAOBaHMS HMH(MOPMAIMOHHBIX CHUCTEM U 00OpYAOBaHMS OOECHEeYeHHs €ro
(GYHKIIMOHUPOBAHUS;

- BBIXOJ1 U3 CTPOSI WJIM HEBO3MOXKHOCTb UCIIOJIb30BaHUS JIMHUN CBS3H;

- TIO’Kapbl U CTUXUITHBIE OEICTBUSL.

4.6. Moienb BO3MOHBIX HAPYIIUTEIICH.

4.6.1. Tumnbl HapyIIUTENEH:

C y4yeTroM KaTeropu Jul, MOTHBALIMH, KBAIM(UKALIMH, HAINYHS CHELUATbHBIX CPEJCTB:

HexomneTeHTHbI (HEBHUMATENBHBIN) TIOJIb30BaTeh — pPaOOTHUK Yupexnenus (wiu
[IOJIpa3/IeIeHUs] BHEIIHEH OopraHu3aluy, 3aHUMarolIeiics o0CiIy)KuBaHueEM MH(MOPMALMOHHBIX CUCTEM
VYupexxaeHus), NpeAlpUHUMAIOIIUNA MONBITKY BBIMOJHEHUS 3allpEUIeHHBIX JAEHCTBHM, JocTyna K
3alIUIIAEMbIM pecypcaM HH(POPMAllMOHHBIX CHUCTEM C IPEBBIIIEHHEM CBOMX IOJHOMOYM, BBOJA
HEKOPPEKTHBIX JAHHBIX, HAPYLICHUs MPaBUJ U PErilaMeHTOB paboThl ¢ MH(poOpMalel, 1elcTBys MO
OLIMOKe, HEKOMIIETEHTHOCTH WJIM XaJaTHOCTU 0€3 YMBICIAa M HCHOJB3YIOIUH HPU 3TOM TOJIBKO
LITaTHBIE CPEJ/ICTBA;

JIrobutens — pabOTHUK VYupexxaenus (Mau THOJpa3/esieHUs] BHEUIHEW OopraHusaluy,
3aHUMaroIencs 00caykKMBaHHEM MH(OPMAIIMOHHBIX CHCTEM YUpeXKAEHUs), MbITAIOMIMNACA HAPYIIUTh
CHCTEMY 3alIUThl 0€3 KOPBICTHBIX LIEJIeH, YMbICIIA WIIN AJIS1 CAMOYTBEPIKICHHSL.

IIpu 3TOM HCIIOJIB3YIOTCS pa3IMYHbIE METO/IbI [IOJIYYEHUs JONOIHUTEIbHBIX IOJTHOMOYUI JocTyna
K pecypcaM, HEJOCTaTKM B MOCTPOCHHUU CHUCTEMbI 3aLIUThl U JIOCTYIHbIE €My IITaTHbIE CPEACTBA
(HEeCaHKIIMOHUPOBAHHBIE JICHCTBUS OCPEACTBOM MPEBBILICHUS CBOMX MTOJHOMOYMH Ha UCHOIb30BAHUE
pa3pelIeHHbIX CpEJACTB), HENITaTHblE WHCTPYMEHTAJIbHbIE M TEXHOJOIMYECKHE MpPOrpaMMHBbIE
CpeACTBa, CaMOCTOSITENIbHO pa3pabOTaHHbIE MPOrpaMMbl MM CTaHAAPTHBIE JIOTIOJHUTEIbHbIE
TEeXHUYECKUE CPEeJICTBA.

BHyTpeHHuii (BHEUIHMI) 31O0YMBIIUIEHHUK - ABTOPH30BAHHBIM CYOBEKT J1OCTyma (IOCTOPOHHEE
JMI0) JAEHCTBYIOIIMH IIE€JCHANpPaBICHHO (B TOM YHCIE B CrOBOPE C JIMIIAMHU, HE SIBISIOIIMUMUCS
paGoTHHKaMu YupexxaeHus). [Ipu 3ToM HCHOIb3YIOTCS METOABI M CPE/ICTBA B3JI0Ma CHCTEMBI 3aLUTHI,
BKJIIOYAsl areHTypHbIE METO/bI, TACCUBHBIE CPEACTBA (TEXHMUECKUE CPEICTBA IepexBara), METOJbl U
CpeACTBa aKTHBHOTO BO3JAEHCTBHSA (MOIU(HKAINA TEXHUYECKUX CPEACTB, MOJKIIOYCHHE K KaHajam
nepefayd JaHHbIX, BHEJAPEHHE TNPOTPAMMHBIX 3aKJIaJ0K U  HCIIOJB30BAaHME CHElHaIbHBIX
MHCTPYMEHTAJIBHBIX W TEXHOJOTMYECKUX MpOorpamMMm), a Takke KOMOWHAIMM BO3JEHCTBMM, Kak
U3HYTPHU, TaK U U3BHE YUPEKACHUS.

4.6.2. BHyTpeHHUE HapyLIUTEINN:



BHyTpeHHUM HapymmTeneM MOXeT OBbITh JHMII0 U3 CICAYIOIIMX KaTeropuii pabOTHUKOB
Yupexaenus:
- 3aperuCTPUPOBAaHHBIC TIOJH30BATEIM M TEPCOHAN, OOCTYXHBAIOIIWNA TEXHHUECKHE CpPEICTBA
MH()OPMALIMOHHBIX CUCTEM YUPEKICHUS;
- paOOTHUKH, B TOM YHCIIC PYKOBOJHUTEIH, HE SBIISIONIUECS 3aPETUCTPUPOBAHHBIMU TOJIE30BATEISIMH U
HE JIOMYIICHHbIE K MH(POPMAIMOHHBIM pecypcaM YUpekKIEHUs, HO WMEIONIUE JOCTYIl B 3JIaHUS H
MTOMEIIICHUS,
- pabOTHUKHA, B TOM YHCJIC PYKOBOJMTEIH, 3aJICHCTBOBAHHBIC B pPa3pabOTKE U COMPOBOKICHHUH
MIPOTPaMMHOTO 00€CTICUCHUS.

4.6.3. BHeniHue HapyIIUTENN:

BremHuM HapymuTeieM MOKET OBITh JIUIO U3 CICAYIONINX KaTerOpHii:
- paboTHUKH YUpexaeHUs, C KOTOPHIMU MpEeKpalleH (pacTOprHyT) TPYAOBOM JIOTOBOP;
- TPEJCTABUTENIM BHEIIHWUX OpraHu3alluid, 3aHUMAIONIUXCS pa3paOOTKOM, MOCTAaBKOW, PEMOHTOM U
00CTy)KMBAaHUEM 3JIEMEHTOB WH()OPMAIIMOHHBIX CUCTEM;
- YWICHBI MPECTYIMHBIX OPTaHU3AIMI HITH JIUIIA, ISHCTBYIOIINE IO UX 3a1aHHUIO;
- JIUT1A, CITyYaitHO MJTU YMBINIJICHHO MTPOHUKIITNE B IOKATBHYIO BEIUUCIUTEIBLHYIO CETh Y UPESIKICHUS U3
BHEITHUX TEJICKOMMYHHKAITMOHHBIX CETEH (XaKephl);
- aJJMUHUCTPATOPBI ABTOMATU3HPOBAHHBIX CUCTEM Y UPEIKICHHS, UMEIONTUE HEOTPAaHUICHHBIA JOCTYII
K WHQOPMAIIMOHHBIM pecypcaM KOMITOHEHTOB KOPIIOPATUBHON WH(MOPMAIMOHHONH CHCTEMBI.
AJMUHUCTPATOPHI aBTOMATHU3WPOBAHHBIX CHUCTEM MOTYT OTHOCHTBCS KaKk K BHEIIHHM, TaK W K
BHYTPEHHUM HapYIIATEIISM.

4.7. Vrteuka uH(popManMM MO TEXHUYECKHMM KaHaiaM [Ipu npoBeneHUU MEpONpUATUN U
IKCIUTYaTaI[MM TEXHUICCKUX CPEJCTB YCTAHABIMBAOTCS CIICIYIOIIAE KaHATBI YTCUKH WIIA HAPYIICHUS
1IETIOCTHOCTH MH(OpMaIUU, HApYIIEHUs PaO0TOCIIOCOOHOCTH TEXHUUECKHUX CPEJICTB:

- TOOOYHBIE SJEKTPOMArHUTHBIE W3TYYeHUS HH(POPMATUBHOTO CHTHaja OT TEXHHUYECKHX CpPENICTB
YupexaeHus u TUHUN niepenadu nHdopmaiuu;

- HaBOJKHM HH(OPMATUBHOIO CHUTHasla, 00pabaThIBAEMOr0 TEXHUYECKHMMH CpEACTBAMM JIOKAJbHOM
BBIYMCIUTENBHOM ceT YupexaeHus, Ha POBO/Ia U JIMHUH, BBIXOAIIUE 32 MPEesibl KOHTPOJIUPYEMOit
30HBI YUpPEKJICHHUs], B T.4. Ha IIETH 3a3€MJICHUS U JIEKTPOIUTAHUS;

- OJICKTPUYECKUE CHUTHAJbl WIA pPAaTUOU3IydeHHUs, OOYCIOBIIEHHBIE BO3JCHCTBHEM Ha CpeACTBa
nepenayd MHGOPMaAIMH BHICOKOYACTOTHBIX CUTHAIOB, CO3[aBAEMbIX C IOMOIIBIO Pa3BeIbIBATEIBHOM
anmnapatypsl, o 3pupy ¥ IpoBoJam, JUO0 CUTHAIOB MPOMBIIIIEHHBIX PAJIUOTEXHUYECKUX YCTPONUCTB
(panuoBelaTeNbHbIE, PaAHOIOKAIIMOHHBIE CTAHIUU, CPEICTBA PAUOCBSI3U U T.I1.), U MOJTYJISIMEH X
MH(OPMATUBHBIM CUTHAJIOM;

- aKyCTHUYeCKO€ M3JIydeHHEe HH(POPMATUBHOTO PEUYEBOr0 CHUTHAla WIM CHUTHajga, OOYCIOBICHHOIO
(YHKIIMOHUPOBAHHEM TEXHUUYECKUX CPENICTB 00paboTKU HH(OPMALINK;

- DJIEKTPUYECKHE CUTHAJIBI, BOSHUKAIOIINE MMOCPEICTBOM MpeoOpa3oBaHusl WH(GOPMATUBHOTO CHUTHANIA
U3 aKyCTHYECKOI'0 B JJIEKTPUYECKUUN 3a c4eT MUKPO(QOHHOTO IPdeKTa U pacupoCTPaHSIOMUECS MO
MIPOBOJIAM U JIMHUSAM Tepeaayl HHPOpMaIIy;

- BHOpAlllOHHBIE CHUTHAJbl, BO3HUKAIOLIUME IOCPEICTBOM MPeoOpa3oBaHus HHPOPMATHBHOTO
aKyCTMUYECKOTO CHUTHalla MpHU BO3ACUCTBUU €r0 Ha CTPOUTENbHBbIE KOHCTPYKLUHMHW U HHXKEHEPHO-
TEXHUYECKHNE KOMMYHUKAIIUU BBIJEIEHHBIX TOMEIEHU;

- BO3JICHCTBHE HAa TEXHUYECKHE WM IMPOTPAMMHBIE CPEICTBA B LEISAX HAPYIICHHS I[IETOCTHOCTH
(yHUYTOXEHHSI, WCKaXXeHUs) HHpopManuu, paboTOCTIOCOOHOCTH TEXHHUYECKUX CPEACTB, CPENCTB
3alUThl UHPOPMALIMH, aJPEeCHOCTH M CBOEBPEMEHHOCTH HH(POPMAIIMOHHOTO OOMEHa, B TOM YHCIE
AIIEKTPOMArHUTHOE, 4Yepe3 CIEIHallbHO BHEAPEHHBbIC OJIEKTPOHHBIE M MPOTPAMMHBIE CPENICTBA
(«3akmagKm»);

- mepexBatr UH(GOpPMAIMN WK BO3JEHCTBUE HA HEE C MCIOJIb30BAHUEM TEXHHUYECKUX CPEJICTB MOXKET
BECTUCH HEMOCPEJACTBEHHO U3 3/IaHUH, PaCIOJIOKEHHBIX B HETMOCPEACTBEHHOW OIM30CTH OT OOBEKTa,
MECT BPEMEHHOTO MPEeObIBaHUS, 3aMHTEPECOBAHHBIX B MepexBaTe MHGOpPMAIMK WM BO3IACHCTBUU HA
Hee I MPH TOCEIEHUH HUMHU YUPEeKICHHs, a TaKkKe C IMOMOIIBI0 CKPBITHO YyCTaHABIMBAEMOM
ABTOHOMHOU aBTOMaTHUYECKOH ammapaTypebl.



V. OcHOBHbBIE NPUHIUIIBI MOCTPOCHUA CUCTEMBI 3aAIIIUTBI I/IH(l)OpMaIII/II/I.

[TocTpoenne cucTteMbl 3amUTHl WHPOPMAIMK YUpEexKJCeHUS U €€ (PYHKIMOHUPOBAHHUE JOJHKHBI
OCYILECTBIATHCS B COOTBETCTBUHU CO CIAEAYIOLUIMMH OCHOBHBIMHU MPUHIUITAMM:

5.1. 3aKOHHOCTb.

[IpenmoiaraeT OCYIIECTBICHHUE 3alMTHBIX MEPONPUATHH U Pa3pabOTKy CHUCTEMBI 3alUThHI
nHpopManuu YUPEeKICHUS B COOTBETCTBHUH C JCHCTBYIONIMM 3aKOHOJATEIILCTBOM B OOJIACTH
nHpopmanuu, HHGOPMATH3AIMH U 3AIUTH HHPOPMAIINH, a TAK)KE IPYTHX HOPMATHUBHBIX aKTOB IO
nH()OPMAMOHHON 0E30MMACHOCTH, YTBEPKJICHHBIX OpraHaMH rOCYAapCTBEHHOU BIIACTH.

[TpunsaTEIe Mepbl WHMDOPMANMOHHONW O€30MacHOCTH HE JOJDKHBI IPENSATCTBOBATH JIOCTYITY
MPaBOOXPAHUTEIIBHBIX OPraHOB B IPEAYCMOTPEHHBIX 3aKOHOJATEIIbCTBOM ClIlydasix K pecypcam
KOHKPETHBIX HHPOPMAIIMOHHBIX CUCTeM. Bcee mosib3oBarenn HH)OPMAIIMOHHBIX CHCTEM Y UPEIKICHHS
JOJDKHBI UMETH TIPEJICTAaBIIeHHE 00 OTBETCTBEHHOCTH 3a MPAaBOHAPYIIIEHUS B 00JaCTH WHPOPMAIIUH.

5.2. CUCTEMHOCT®b.

CucTteMHBIN MOAXO0 K MOCTPOCHUIO CUCTEMBI 3allIUTHl HHPOPMALIUK B YUPEKICHUU TPEIoaraet
Y4YET BCEX B3aMMOCBSI3aHHBIX, B3aMMOJCHCTBYIOIIMX W HM3MEHSIONIMUXCA BO BPEMEHHU DIIEMEHTOB,
yclIoBUH W (PaKTOpOB, 3HAUYMMBIX I TOHUMAaHUS W pEHIeHUS MpoOJieMbl O00ECTICUCHUS
nH(pOpMAITMOHHON Oe30macHOCTH YupexaeHus. [Ipu co3manum CUCTEMBbI 3alUThl YYUTHIBAIOTCS BCE
cnabble W HamboJiee ySI3BHUMBIE MeCTa MH(POPMAIMOHHBIX CHCTEM YUPEXKICHHS, a TaKXKe XapakTep,
BO3MOXKHBIE OOBEKTHI W HANpaBJICHWs aTak Ha HEE CO CTOPOHBI HApyIIUTENEH, MyTH
HECaHKITMOHUPOBAHHOTO J0cTyma K uHbopmaruu. CucremMa 3aliuThl JTODKHA CTPOUTHCS C y4ETOM
BO3MOJKHOCTH TIOSIBJICHUSI TPUHITUTTHATIHFHO HOBBIX MyTEH peain3aliii yrpo3 0€30MacHOCTH.

5.3. KoMIekCHOCT®b.

KowMmmnekcHoe ucCnosib30BaHHE METOJOB M CPEACTB  3alIMTHl  MH(OPMALMOHHBIX CHUCTEM
MPEANOJIAaraeT CorjiacoBaHHOE NMPUMEHEHHE NMPOTPAMMHBIX U TEXHUYECKUX CPEJCTB MPU MOCTPOECHUU
LIETIOCTHOW CUCTEMBI 3alUThI, NEPEKPHIBAIOIICH BCE 3HAYMMbIE KaHAJIbl peaju3aliy Yrpo3. 3allura
JOJIKHA CTPOUTHCSI DIIEIOHMPOBaHO. BHemiHss 3ammMra I0JDKHA obOecreduBaThesl (PU3MUYECKUMU
CpEICTBAMH, OPraHU3alMOHHBIMU M ITPAaBOBBIMH MEPAMH.

5.4. HenpepbIBHOCTH 3aLIUTHI.

Jna  oOecriedyeHuss  3TOTO  MpUHIUIA  HeoOXOoJuMma  MOCTOSHHAs  OpraHU3allMOHHAS
(amMUHUCTpaTHBHAA) MOJJIEpKKa (CBOEBPEMEHHAsi CMEHa M 00ecreyeHre MPaBUIIBHOTO XpaHEHUS U
MpUMEHEHHs] UMEH, MapoJsiei, kiodeil mmdpoBaHus, nepepacmpenenenue mnosHomouuil). Iopsmox
MOJIyueHUs AOCTYyIa K UH(POPMAIIMOHHBIM pecypcaM perjameHTupyercs: B MHCTpyKuu noyib30Baress,
OCYILIECTBIISIONIEr0 00padOTKY MePCOHAIbHBIX TAaHHBIX HA 00BEKTaX BHIYUCIUTEIHHON TEXHUKU.

5.5. CBOEBpEMEHHOCTb.

[IpenmonaraeTcs ynpexIaronIuii xapakrtep Mep odecrieueHus: HHPOPMAIIMOHHOM 0€30MacHOCTH, TO
€CTh IMOCTAaHOBKAa 33/1ay MO KOMIUIEKCHOW 3amure WHGOpMaluu U peanu3anus mep oOecredeHus
0e30macHOCTH MH(OPMALIUK HA PAHHHUX CTAAUSIX Pa3paboTKH MH(POPMAIMOHHBIX cucTeM. Pa3zpaboTka
CUCTEMBbI 3allIUTHl BEAETCA MapajUlelIbHO C pa3paboTKON M pa3BUTHEM CaMOW MOJAJEKallel 3aliuTe
MH(OPMALMOHHON CUCTEMBI.

5.6. IIpeeMCTBEHHOCTb M COBEPLICHCTBOBAHHUE.

[IpenmonaraeT MOCTOSHHOE COBEPIIEHCTBOBAHHE MEP M CPEJACTB 3alUTHl MH(POpPMAIIMKU HA OCHOBE
MIPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKUX PEIIEHUH, KagpOBOrO COCTaBa, aHajau3a
(GYHKIIMOHUPOBaHUS WH(DOPMALIMOHHBIX CUCTEM YUPEKICHUS U CHCTeM MHGOPMAIMOHHON 3allIHTHI C
y4eTOM M3MEHEHHI B METOJaxX M CpeACTBaxX MepexBaTa HHPOpPMaIMU, HOPMATUBHBIX TPeOOBaHUH MO
3aIUTe, TOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0e)KHOTO OMBITA B ATOM 001acTH.

5.7. IlepcoHanbHast OTBETCTBEHHOCTb.

[Ipenmomnaraer BO3J0XKEHHE OTBETCTBEHHOCTH 3a obecnedeHrne MH(POPMAIMOHHONW 0e30macHOCTH
Ha KaXJOTo pabdOTHHKA B TpeleNax ero IOJHOMOYHd. B COOTBETCTBUM C ATHM MPUHIUIIOM
pacmpeseneHue npaB u 00s13aHHOCTEH PAOOTHUKOB CTPOUTCS TAKUM 00pa3oM, YTOOBI B ciiydae J1t000To
HapYIICHUS] KPYT BUHOBHUKOB OBLT YE€TKO U3BECTEH MIIM CBEJCH K MUHUMYMY.

5.8. MuHuMU3aIus NOJIHOMOYHM.

[Ipeanonaraer nmpeaocTaBlieHUe MOJIb30BATENSIM MUHUMAJIBHBIX MPaB JAOCTYNAa B COOTBETCTBHH CO
ciyxke0Ho HeoOxomumocThio. Jloctym k mHMOpMamuu JODKEH MPEJOCTaBISTHCS TOJNBKO B TOM



ciyqae W 00BEME, ecnu 3TO HEOOXOJAMMO pPAa0OTHUKY IS BBITIOJHEHHUS €ro JIOJDKHOCTHBIX
00s13aHHOCTEH.

5.9. 'ubkocTh cucTeMbl HHPOPMAITMOHHON O€30MTaCHOCTH.

[Ipenmonaraer crnocoOHOCTb CUCTEMBI HMH(MOPMAIIMOHHON O€30MacHOCTH pearupoBaTh Ha
M3MEHEHUs BHEIIHEH Cpe/bl M YCIIOBUM OCYIIECTBICHUS Y UPEKICHUEM CBOEH EeATEIbHOCTH. B yncio
TaKUX U3MEHEHHH BXOIAT:

- U3MEHEHMS OPTaHU3aLMOHHON U IITaTHOM CTPYKTYPHI Y UpPEKICHNUS,
- U3MEHEHHE CYIIECTBYIOIUX WIH BHEJAPEHHE TPUHIUITHAIBHO HOBBIX HH(POPMALMOHHBIX CUCTEM;
- BBOJ B 9KCIUTYaTaI[MI0 HOBBIX TEXHUYECKHX CPE/ICTB.

5.10. IIpocToTa NpUMEHEHHUS CPEICTB 3AIUTHI.

MexaHu3MBl ¥ METOJBI CHUCTEMBI 3aIUTHl MH(GOPMAIMH JOJDKHBI OBITh MOHATHBI M TPOCTHI B
WCTIOJb30BaHNU. [IpMEHEeHHEe CpPEe/ICTB M METOJOB 3alllUThl HE CBS3aHO CO 3HAHUEM CIICIHAIbHBIX
SI3BIKOB WJIM C BBIMIOJIHEHUEM JCHCTBHMA, TPEOYIOMIMX 3HAYUTENBHBIX JTOTOJHUTEIBHBIX TPYA03aTpar
py 0OBIYHON paboTe 3aperucTpUpOBAHHBIX IMOJIb30BATENEl, a Takke He TpeOyeT OT MOJb30BaTeNs
BBITIOJTHEHUS] MAJIOTIOHATHBIX MY OTICpaIIHH.

5.11. O60CHOBaHHOCTb U TEXHUUYECKAsl PEATU3yEMOCTb.

[Ipenmonaraer, 4ro WHGOPMAIMOHHBIE TEXHOJOTHH, TEXHHYECKHE M IPOrpaMMHBIE CpEICTBa,
CpeAcTBa W MeEphI 3aIIUThl MHPOPMALMU PEaTU3YIOTCS Ha COBPEMEHHOM TEXHHYECKOM YpPOBHE U
00OCHOBaHBI JUTSI OCTHXKEHHUS 3a/JIaHHOTO YPOBHS 0€30MacHOCTH HMH(OPMAIMi W SKOHOMHYECKON
1enecoo0pa3HOCTH, a TakKe COOTBETCTBYIOT YCTAHOBJIEHHBIM HOpMaM U TpeOOBaHUSAM IO
6€30MmacHOCTH UH(POPMALIHH.

5.12. Cnenuanuzanust ¥ npo(eccuoHanIu3M.

[Ipenmonaraer mpuBieYeHUE K pa3padOTKE CPEACTB M pealu3alliii Mep 3alluThl WH(POpPMAIuu
CIELMAIM3UPOBAHHBIX OpraHU3alyii, Hanboee NOArOTOBICHHBIX K KOHKPETHOMY BUY €STEIbHOCTH
1o obecreueHno 6e30mMacHOCTH HHPOPMAITMOHHBIX PECYPCOB, UMEIOIIUX OMBIT MPAKTHYECKOW pabOThI
U TOCYJapCTBEHHYIO JIMIEH3HIO Ha IpaBO OKa3zaHUs yclIyr B 3Toil oOmactu. Peanmzanus
aJIMUHUCTPATUBHBIX MEp M JKCIUlyaTalusl CPEACTB 3allUThl OCYIIECTBIAETCS NPOPECCHOHATBHO
MOJArOTOBJICHHBIMU CHELMAINCTaMU 3alIUThl HHQOpMALMK Y UperKICHHUS.

5.13. OGs3aTeNIBHOCTD KOHTPOJIA.

[Ipennonaraer 0053aTe€IbHOCT W CBOEBPEMEHHOCTh BBIABICHHMS W IIPECEUCHHs] IOIBITOK
HapyLIeHHs YCTaHOBJIEHHBIX IPaBUJ oOecrieueHust 6€30MacHOCTH HHPOPMALIUH.

KoHTposib 3a eATeNbHOCTHIO JII000I0 MOJIb30BATENs, KaXKI0TO CPEJICTBA 3aLUThl U B OTHOLIEHUU
7100010 00BEKTa 3aLIUTHI OCYLLECTBIISAETCS HA OCHOBE IIPUMEHEHMsI CPEACTB ONEPAaTUBHOIO KOHTPOJIS
U PErucTpalld U OXBaThIBACT CAHKIMOHUPOBAaHHbIE UM HECAHKLMOHUPOBAHHBbIE JIEHCTBUS
noJyip30BaTeneil. BrpiABneHHbIe paOOTHUKaMU  YUpexJeHUs HEJOCTaTKH CHUCTEMbl  3alllUThl
uHGOpMalUK JOBOJATCS O CBEAEHUS HEMOCPEACTBEHHOro pykoBoauTens. O CyLIEeCTBEHHBIX
HE/I0CTAaTKaxX COO0IAeTCs PYKOBOIUTEIO Y UpExACHUS.

VI. Mepbl, MeTOBI M cpeacTBA o0ecnevdeHusi HHPOPMAIMOHHON 0e30IaCHOCTH.

6.1. Mepsbl obecrieueHrss ”HGOPMAIIMOHHON O€30TIaCHOCTH.

6.1.1. 3akoHonarenbHble (IIPaBOBbIE) Mepbl oOecrneyeHHs HHPOPMAIMOHHONW O€30MacHOCTH K
IPaBOBBIM MepaM oOecrnieuyeHuss HHQPOPMALMOHHOM O0€30IacHOCTH OTHOCATCS JECWCTBYIOLIME B
Poccuiickoit denepanyu 3akoHOJATEeNbHbIE W HHBIE HOPMATHBHBIE AaKThl, pPErJIaMEHTHUPYIOIINE
npaBuiga oOpamieHuss ¢ HHQOpMalMel, 3aKkpeIuisilonlie MpaBa M 00S3aHHOCTH yYaCTHUKOB
MHOOPMALIMOHHBIX OTHOIIEHUM B TMpolecce ee o00padOTKM M HCIOJIB30BaHUS, a Takke
yCTaHaBJIMBAIOIIME OTBETCTBEHHOCTb 3a HApYIIEHUs 3TUX HpaBui. IlpaBoBble Mepbl oOecredeHus
MH(POPMAIIMOHHON 0€30MacCHOCTH HOCAT YNPEXJIAIOMIMNA, TPOPUIAKTHUECKUI XapakTep U TpeOyIoT
MOCTOSIHHOM  Pa3bsACHUTEIbHON pabOThl C TOJB30BATEISIMU M OOCITY)KMBAIOIIUM IE€PCOHATIOM
MH(POPMAIIMOHHBIX CHCTEM Y UpEXACHUSI.

6.1.2. Texnomnoruyeckue Mepbl odecrieueHUs] MHGOPMAITMOHHONH 0€30MaCHOCTH K JaHHOMY BHIY
Mep obecrnieueHHss HMHGPOPMALMOHHON O€30MacCHOCTH OTHOCATCS TEXHOJIOTUYECKUE peIleHUs WU
IIPUEMBl, HANpaBJICHHbIE HAa YMEHbIICHHE BO3MOXXHOCTH COBEpIICHHs paOOTHUKAMHU OIIMOOK MU
HapyLIECHUH B paMKax MPeI0CTaBICHHBIX UM IIPAB U TOJTHOMOYHH.



6.1.3. OpranuzanyionHble  (aIMHHUCTPATHBHbIE) Mephl oOecredeHuss HUHGOPMAIMOHHON
0€30IMaCHOCTH.

Opranu3anvoHHble (aMUHUACTPATHUBHbBIE) Mepbl o0OecrieyeHns MHPOPMALMOHHOW 0€30mMacHOCTH —
3TO  MeEpbl OPraHU3alOHHOTO XapakTepa, PErJaMEeHTHUPYIOLIHNEe Npolecchl (YHKIMOHHUPOBAHUS
cucTeMbl OOpa0OTKM MJaHHBIX, HCIOJb30BaHUE €€ pEecypcoB, MESATEIBHOCTh OOCITYKHBAIOIIETO
NepcoHana, a Takke MOPSI0K B3aUMOICHUCTBUS MOJIb30BATEINCH ¢ CHCTEMON TaKuM 00pa3oM, YTOOHI B
HanOOJIBIIeH CTENEHH 3aTPYIHUTHh WIM HCKIIOYUTH BO3MOKHOCTH pealiu3alii yrpo3 0e30TacHOCTH
WIA CHU3UTHh pa3Mep MoTeph B ciydae X peanuzanu. OpraHu3alMoOHHBIME (3AMUHUCTPATHBHBIMH)
Mepamu oOecriedyeHUs THPOPMAITMOHHON 0€30TTaCHOCTH SIBIISTFOTCSI:

- perIaMeHTanus JOCTYIa B 31aHUE Y UPeKICHHS,

- peraaMeHTanus JoMycKa paOOTHUKOB K MCIOJIB30BAHMIO HHPOPMALMOHHBIX PECYPCOB;

- aHanM3 TpeOOBAHMHU K DIIEMEHTAaM CHCTEMBI Ha OCHOBE 3asBOK IOJIBb30BaTENel Ha OOCITYy)KUBAHHE U
MOIU(UKAIIIO aNapaTHBIX U IPOTPAMMHBIX PECYPCOB;

- obecrieyeHHMEe U KOHTPOJIb (PU3MUECKON IIEIOCTHOCTH (HEM3MEHHOCTH KOH(UIypaiuu) CpelcTB
BBIYHCITUTEIIEHON TEXHUKHY;

- oOyueHue MoJb30BaTeNeH; AeATENHHOCTD 10 00ecTeueHnI0 HH(HOPMAITMOHHOM 0€30MMacCHOCTH;

- ycnoBuss  0OpabOTKM  MHGOPMAIMOHHBIX  PECypcOoB  KOH(PHUAECHLUMAIBHOIO  XapakTepa,
OTBETCTBEHHOCTh 3a HAPYIICHUS YCTAHOBJICHHOTO TIOPSIKA TIOJIB30BaHUS HWH(POPMAIMOHHBIMU
pecypcaMu YUpeKICHHUS.

6.1.4. ®uzndeckue Mepsl obecrneueHruss THHOPMAITMOHHONW O€30TTaCHOCTH.

dusndeckue Mepbl oOecredueHus: WHPOPMAIMOHHON O€30MacHOCTH OCHOBAaHBI HAa MPUMEHEHUU
MEXaHWYECKUX, DJIEKTPOHHBIX  HMJIM  DJIEKTPOHHO-MEXaHHYECKMX  YCTPOWCTB,  CIICIHAIBHO
MpeIHa3HAYCHHBIX IS CO3JaHMsI (PU3NIECKUX MPETSATCTBHA Ha BOSMOYKHBIX MYTSAX MPOHUKHOBEHUS U
JOCTyNa MOTEHIMAIbHBIX HApYyIIUTENeH K AJIeMEeHTaM HH(OPMALMOHHBIX CHUCTEM M 3alllHUIacMOU
nHpopMaIuu.

6.1.5. Texauueckue Mepsl oOecriedeHus: HHOPMAITMOHHOM 0€301TacHOCTH.

Texaudeckue (ammapaTHO-TIPOTpaMMHBIC) Mepbl oOecrniedeHHus: WH()OPMAIMOHHON 0e30MmacHOCTH
OCHOBaHbI Ha MCMOJIb30BaHUU 3JIEKTPOHHBIX YCTPONCTB M CHELMAIbHBIX MPOTPaMM U BBIMOJIHSIONINX
(caMOCTOSITENIbHO WJIM B KOMIUIEKCE C IPYrUMHU CpencTBamMu) QYHKIIUU 3alIUThl (MISHTU(DHUKAIIAIO 1
ayTeHTU(UKAIMIO TOJB30BaTeNeH, pa3rpaHHuEHUE JOCTyla K pecypcaMm, PEerucTpainuio COOBITHIA,
KpUIITOTpapuIecKoe 3aKphITHE HHHOPMAITIH).

VII. OcobOenHocTu 00padoTKu HHpoOpManMu, colep:Kalleld MepCOHATbHbIE JaAHHbIE.

7.1. Bce nepcoHasibHbIE JaHHBIE CYOBEKTa YUpPEkKAEHUS CIeAyeT MOoIydaTh y HEro caMoro (s
oOyyaromuxcs YUpexJeHUs OT pOJAUTENed — 3aKOHHBIX IHpeacTaBuTeneil). Eciau nepcoHaibHbIE
JIAHHbIE BO3MOXXHO IOJYYUTb TOJIBKO Y TpPEThEHl CTOPOHBI, TO CYOBEKT MEPCOHAIBHBIX TaHHBIX
JI0JKEH OBITh YBEJOMJIEH 00 3TOM 3apaHee U OT HEro J0JIKHO ObITh MOJY4E€HO MUCbMEHHOE COTJIache.

JIOTPKHOCTHOE JIMIO YUPEXKJICHUs JOKHO COOOIINTE CYOBEKTY NEPCOHAIBHBIX JaHHBIX O LIEX,
IpearoaraeMbIX HCTOYHUKAX U Coco0ax MOIy4eHUs IePCOHATIBHBIX JaHHBIX, a TAK)XKE O XapaKTepe
nouiexaiux noiaydenuto I1J[ u nocnencTBusax oTkasa 1aTh NMCbMEHHOE COTJIACKE HA UX IMOJIyYEHHUE.

7.2. YupexxaeHue He MMeeT MpaBa IoJydaTb U 00pabaThIBaTh JaHHBbIE CYOBEKTa MEPCOHAIBHBIX
JAHHBIX O €r0 PacOBOM, HALIMOHAJIBHOM MPUHAUICKHOCTH, IIOJIUTUYECKUX B3IIIAJaX, PEIUTHO3HBIX
win Gunocockux yoex1eHus X, COCTOSIHUM 370POBbs, YaCTHOM U3HU. B ciaydasx, HemocpeacTBeHHO
CBSI3aHHBIX C BOIIPOCAMU TPYIOBBIX OTHOLIEHHUH, B COOTBETCTBUU CO CT. 24 KoHctuTynuu Poccuniickoi
®enepanun paboToaTeb BIpaBe MOIydaTh U 00pabaThiBaTh JaHHBIE O YACTHOM >KM3HU pabOTHHUKA
TOJIBKO C €r0 MMCbMEHHOTO COTJIACHS.

7.3. CyObeKT MepCOHANbHBIX JAHHBIX CaMOCTOSITEIbHO MPUHUMAET pelIeHHe O MPEeJOCTaBICHUH
CBOMX MEPCOHANIBHBIX JAHHBIX M Ja€T COrjlache Ha UX 00paboTKy.

7.4. OOpaboTka yKa3aHHBIX IAHHBIX BO3MOXHa 0O€3 €ero corjacusi B COOTBETCTBHUHM CO CT.6
®enepanbHbIM 3aK0HOM OT 27.07.2006 Nel52 «O nepcoHanbHbIX JaHHBIX).

7.5. Cornacue Ha 00pabOTKY MEPCOHAIBHBIX TAaHHBIX O(OpPMIIseTCs B IMCbMEHHOM BHJIE.

7.6. IlucemMeHHoOe coriacue Ha oOpabOTKY CBOMX NMEPCOHAIbHBIX JAHHBIX JIOJDKHO BKJIIOYATh B
ceOst:



- (hammnuro, UM, OTUECTBO, aapec CyOBEKTa MEPCOHANBHBIX JAaHHBIX, HOMEP OCHOBHOTO JIOKYMEHTA,
YIOCTOBEPSIOLIETO €0 JIUYHOCTh, CBECHHUS O JaTe BBIAAYM YKa3aHHOTO JOKYMEHTA M BBIJABIIEM €TI0
opraHe; HauMeHOBaHUWE ((aMHIIMIO, UMS, OTYECTBO) M aJpec OIeparopa, MOJYYaOUIero corjacue
cyObeKTa NepCOHAIBHBIX JAHHBIX; IeJIb 00paOOTKH MEPCOHANBHBIX JaHHBIX; IEPEUCHb MEPCOHATBHBIX
JaHHBIX, Ha 0OpabOTKYy KOTOPBIX AAETCS corjacue CyObeKTa NEepCOHAJBbHBIX [AaHHBIX; NEpEYeHb
JEWCTBUI C TEPCOHAJBHBIX JAHHBIX HA COBEPIICHHUE KOTOPHIX JAaeTCsl corjacue, oOIiee onucaHue
HCTIOJIB3YEMBIX OIIEPATOPOM CIIOCOO0B 00pPaOOTKH MEPCOHANBHBIX TAaHHBIX; CPOK, B TEUEHHE KOTOPOTO
NEUCTBYET Ccoryacue, a TAKKe MOPSAIOK €ro OT3bIBa.

7.7. Cormacue Ha 0O0pabOTKYy MEPCOHAIBHBIX JaHHBIX MOXKET OBITh OTO3BAaHO CYOBEKTOM
MEPCOHAIBHBIX JAHHBIX I10 MUCEMEHHOMY 3alPOCy Ha UMsI TUPEKTOpa YUPEKICHUS.

7.8. CyOBeKT nepcoHaNbHBIX JAHHBIX MMEET MPaBO Ha MOJIyYeHHE CIEAYIONeld HHPOpMAIHK:

- CBEJICHUS O JIMIaX, KOTOPBIE HMEIOT JIOCTYII K TIEPCOHATBHBIM JaHHBIM HJIM KOTOPBIM MOXET OBITh
MPEAOCTABJIEH TaKOW JIOCTYI; TIEpeueHb 00padaThIBAEMBIX MEPCOHATBHBIX JAHHBIX M HCTOYHHK HMX
MOJTy4YEHUST; CPOKU 00pabOTKN NIEPCOHANBHBIX TAHHBIX, B TOM YHCIIE CPOKH MX XPaHEHHS,

- CBEJICHHUS O TOM, KaKHe IOPUANYECKUE MOCIEACTBUS IS CyOBEKTa MEPCOHANBHBIX JaHHBIX MOXKET
TOBJIEYh 32 COO0M 00pabOTKa €ro MEePCOHABHBIX TAHHBIX.

7.9. CyObeKT nepcoHaNbHBIX JaHHBIX BIIpaBe TpeOOBaTh OT OlepaTopa YTOYHEHHUS CBOUX
MEPCOHATBHBIX JJAHHBIX, UX OJIOKHPOBAHUS WIIM YHUUTOKEHUS B CITydae, €M NePCOHATBHBIX JTaHHBIX
SBIISTIOTCSL HETIONHBIMH,  YCTapEeBIIMMH, HEIOCTOBEPHBIMH, HE3aKOHHO TIOJIYYCHHBIMH WA HE
SIBJISTIOTCSL HEOOXOTUMBIMU JJIs 3asIBJICHHOM 1€ 00pabOTKH.

7.10. CaemeHns O NEPCOHANBHBIX JAHHBIX JOJDKHBI  OBITh TPEAOCTaBICHB CYOBEKTY
MEPCOHANBHBIX JAHHBIX OMEpPaTOpoOM B JOCTYIMHOW (opMe, M B HHX HE JOJDKHBI COAEPIKATHCS B
MEPCOHATBHBIX JAHHBIX, OTHOCSIINECS K IPYTUM CYObEKTaM MepCOHATBHBIX TaHHBIX.

7.11. Jloctym K CBOMM TMEpPCOHAIBHBIM J@HHBIM  TPEJOCTABIACTCS CYOBEKTY MEPCOHATBHBIX
JaHHBIX WJIM €ro 3aKOHHOMY IpPEICTAaBUTENIO ONEpaTopoM MpH IMOJyYEHUU MUCHbMEHHOTO 3ampoca
cyObeKTa MepCOHaJIbHBIX JaHHBIX WM €ro 3aKOHHOTrO mpenacTaBuTelns. [IMcbMeHHbIHN 3anpoc JoKeH
OBITh aIpECOBaH Ha UMS JUPEKTOpa YUpexkKJACHUS WIH YIIOJTHOMOYEHHOTO PYKOBOAUTENIEM JIUIIO.

7.12. CyObexT B mpaBe OOKajJoBaTh B YIOJHOMOYEHHBI OpraH IO 3alluTe IMpaB CYOBEKTOB
MEePCOHANBHBIX JaHHBIX WU B CyJeOHOM MOpsAIKE HEMpaBOMEpHbIe ACUCTBHS WUiIU Oe3nehCcTBUs
MEePCOHANBHBIX JAHHBIX  JIOJDKHOCTHBIX JIMI YUpexXIeHus Mpu o00paboTKe U 3alluTe €ro
MEePCOHATBHBIX JAHHBIX.

VIII. O6s13aHHOCTH ¥ PAaBa J0JKHOCTHBIX JIMII.

8.1. pykoBoauTenb YUpexAEHUs OpraHu3zyer padoTy MO IOCTPOECHUIO CUCTEMbI 3aIlUThI
nHGOPMALMOHHOM cucteMsl. B yactHOCTH:
- Ha3Ha4yaeT OTBETCTBEHHOI'O 3a OPraHW3alMI0 3allUThl HMHQOPMALUMU M3 YHUCIA COTPYAHUKOB
YupexaeHus;
- YIBEp)KJaeT KPYT JIMI, UMEIOIIUX JOCTYI K 3allUIiaeMoil HHpopMauu 1 NopsiioK UX paboThl;
- YTBEPXKIAeT KOMIUIEKT JOKYMEHTOB, OIpPEICNAIOUINX IIOJUTUKY B OTHOUIEHHH  3alUThI
uHbOpMAllMM B YYPSKICHHUH, a TaKXKe JIOKAIbHbIE aKThl, YCTAHABIMBAIOIIUX MPOLEAYPHI,
HanpaBJIeHHbIE Ha NPEeIOTBpAIllEHE U BBISBICHUE HAPYIIEHUH 3aKoHOaTeabcTBa PO.

8.2. OTBEeTCTBEHHBIH 3a 3aUTy HHPOPMAIUH:
- paszpa0aThlBaeT OPraHU3aLMOHHO-PACHOPSAUTENIbHBIE JOKYMEHTHl IO BOMNpPOCAM  3aIlUThHI
uHpopManuu npu e€ o0paboTKe ¢ MOMOIIbIO HH(OPMAIIMOHHOHN CUCTEMBI;
- KOHTPOJIUPYET UCIOJHEHNE MPUKA30B M PACIIOPSIKEHUN BBIIIECTOSIIUX OpraHU3alMii o BOIpocam
oOecrieyeHns 6€30MaCHOCTH WH(POPMALIUH;
- obecnieunBaeT 3aluUTy HH(OPMAINH, IUPKYIUPYIOIIel Ha 00beKTax HHPOpMATU3ALIUY;
- TPOBOJUT CHUCTEMATHUYECKUIl KOHTPOJb pabOThl CHUCTEM 3aIlUThl MH(OPMAIUH, MPUMEHSEMBIX B
MH(POPMAIIMOHHOM cHcTeMe, a TaKkKe 3a BBINOJHEHUEM KOMIIJIEKCa OpraHU3allMOHHBIX MEPONpPUSTHHA
o obecrieyeHno 0€30MacHOCTH HH(POPMAIHH;
- IPOBOJIUT MHCTPYKTAX MOJb30BaTeNel HHPOPMAITMOHHON CHCTEMBI;
- KOHTPOJIMPYET BBINOJHEHUE aAJMUHUCTPATOPOM HMH(POPMAIIMOHHONW CHCTEMBI OOS3aHHOCTEH IO
oOecrieyeHnI0 (YHKIIMOHUPOBAHUS CHUCTEM 3allUThl MH(OpMAIMU (HACTPOMKA M COMPOBOXKICHUE



MOJICUCTEMBI YIIPABICHHS JOCTYIIOM IIOJIb30BaTeNs K 3aIIMIIaeMbIM HH(OPMAIIMOHHBIM pecypcam
MH(POPMALIMOHHON CUCTEMBbI, aHTUBUPYCHAS 3aIlUTa, PE3ePBHOE KOTTMPOBAHUE JTAHHBIX U T.11.);
- KOHTPOJHUpPYET TOpSAIOK yuéTa ¢ XpaHEHUS MAIIMHHBIX HOCUTENEeH KOHQUIACHIIMATLHOMI
uHbOpMaLnu;
- ydJacTByeT B paloTax IO BHECEHHIO W3MEHEHHWH B amlapaTHO-IPOTPAMMHYIO KOH(MUTYpAIUIO
MH(GOPMAIIMOHHON CUCTEMBI,
- oIpejAensieT MOPSAJOK M OCYLIECTBIISIET KOHTPOJb PEMOHTA CPEICTB BBIYMCINUTEIBHON TEXHUKH,
BXO/ISIIIUX B COCTAaB HHPOPMALMOHHOW CUCTEMBI;
- IPUHMMAET MEpbl MO ONEPaTUBHOMY M3MEHEHHUIO MapoJiel MpU YBOJbHEHUU WM IEpEMEIICHUU
COTPYIHUKOB, IMEBIIHX JIOMYCK K HH()OPMAIIMOHHON CHCTEME;
- TpeOyeT ycTpaHEHUs BBISBICHHBIX HAPYIIECHUH U HEAOCTATKOB, IAET 00sM3aTeNbHBIC IS UCIIOTHEHUS
yKa3aHHus 110 BOMpocaM 00ecrieueH sl MOJI0KEHUH HHCTPYKIUI N0 3aluTe HH(OpMalnu;
- TpeOyeT OT paOOTHUKOB MPEACTABICHUS MUCbMEHHBIX OOBSICHEHUH MO (pakTaM HapyLIEHUS peXUMa
KOH(PUACHITUATHHOCTH,
- B CJIy4ae BBISBJICHHS IONBITOK HECAHKIIMOHUPOBAHHOTO JOCTyNa K HMH(OpPMAIMU WA IOIMBITOK
XMILEHUs, KOMHUPOBAHMS, W3MEHEHHUs, HE3aMEUINTEIbHO MPUHUMAET MeEphl IpPECeUeHus Hu
JOKJIaJIbIBA€T PYKOBOJUTENIO Y UpEXKICHUS;
- 00 WMeMIUXCS HEAOCTaTKaX M BBISBICHHBIX HApPYIIEHUSAX TpeOOBaHUM HOPMATHUBHBIX H
PYKOBOJSIIMX JIOKYMEHTOB IO 3amure HWHGOpMaluu, a TakkKe B YCTaHOBJEHHBIE CPOKHU
MOATOTABIMBAET HEOOXOJAUMYIO OTYETHYIO JOKYMEHTAI[MI0 O COCTOSHUM paboT TO 3aluTe
nH(popMaLnH.

8.3. HecooTBeTcTBHE MEp YCTAaHOBJIEHHBIM TPEOOBAHMUSM WJIM HOpMaM IO 3aluTe MHGOpMaluy,
SIBJISIETCS HAPYLIEHUEM U BJICUYET aMUHUCTPATUBHOE HaKa3aHHWE OTBETCTBEHHBIX JIUI] B COOTBETCTBUU
C 3aKOHOJIATEILCTBOM PD.

IX. 3akarounTebHbIE OJIOKEHHUS.

9.1. I[lono>xeHue BCTYMAET B CUITy C MOMEHTA €0 YTBEPKACHUS.

9.2. TlonoxxeHue SBISETCS  JIOKAIBHBIM aKTOM 00pa30oBaTeIbHOTO YupekaeHus. BaeceHue
W3MEHEHUM U onoJHeHUH B [1oyi0eHne 0CyIIeCTBISIETCS B MOPSIKE €r0 MPUHSTHUS.

9.3. Hacrosmee IlonoxeHnue MOXKeT OBITh HW3MEHEHO (JIOMOJHEHO) JIOKAJIBHBIM aKTOM
00pa30BaTEeNLHOTO YUpeKICHUS.



